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1. Purpose 

1.1 Initial situation 

The Welser Profile Group operates an information security management system 
(ISMS). This obligates the Welser Profile Group to define and document guidelines, 
processes and work instructions which are described in DIN EN ISO 27001 in Appendix 
A.15 "Supplier Relations". 

1.2 Aim of the document 

This policy defines the information security rules to be followed by service providers 
when handling information and IT devices (e.g. PCs, workstations, laptops, UWP 
portals).  

Service providers are defined as any third party that provides services to UWP based 
on contractual relationships and use access and UWP IT services to provide their 
service or have access to at least confidential UWP information. This policy is 
addressed to the management of the service providers, their employees and their 
vicarious agents (hereinafter referred to as contractors).   

2. Terms and abbreviations 

See Wels glossary 

3. Scope 

This guideline applies to the production sites A, D and US, as well as to all VNL`s of 
the Welser Profile group of companies. 

4. Responsibilities 

The responsibilities are regulated in chapter 5. 

5. Description 

With regard to bringing IT equipment onto the UWP company premises or into security 
areas of the client that are not provided by the client, the regulations of the respective 
company apply.  

The use of data or software belonging to the Client on IT systems or storage devices 
that are neither provided nor released by the Client or the Service Provider is not 
permitted.  

The use of UWP data on file services or Internet cloud services not released by the 
client is not permitted. 
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The transfer of data to third parties is only permitted with the written approval of the 
client's data owner.  

Regulations of the client on the collection, processing and use of personal data must 
be observed.  

Employees of the service provider must be obligated by their management to maintain 
confidentiality within the meaning of the existing confidentiality agreement between the 
client and the contractor. The Client shall be granted access to these agreements at 
any time. If data of the Client is stored on mobile systems or IT devices, these are to 
be encrypted with hardware or software corresponding to the current state of the art.   

After the end of the contract, data of the client must be handed over to the client and 
must be deleted from devices and storage media of the service provider. Legal 
requirements (e.g., retention obligations) must be observed. 

5.1 Personnel safety 

A user ID that is no longer required or an access right to data of the client that is no 
longer required must be reported immediately by the respective user to the respective 
ordering departments (e.g. service desk, internal contact person in the project). 

Devices (e.g. laptops) and data carriers or storage media handed over must be 
returned to the Customer after expiry of the contract or if they are no longer required. 
The loss of IT devices handed over to the user and of media for the purpose of 
authentication must be reported immediately by the Contractor to the responsible office 
of the Client. 

5.2 Physical and environmental safety 

IT devices that store or process the client's data must be used in such a way that no 
unauthorized persons can view or access this data. Particular care must be taken when 
using mobile systems.  

Confidential and secret documents must never be left unattended to prevent inspection 
by unauthorized persons. 

5.3 Management of organizational values 

Information may only be made available to an authorized group of persons for the 
purpose of the agreed activities and in compliance with the relevant regulations. The 
principle of "knowledge only when necessary" must be followed. 

 

As a general rule, information in the "Confidential" category or higher may not be 
disclosed without a confidentiality agreement. Furthermore, this data must be stored 
in encrypted form to guarantee adequate security.  

5.4 General safety rules 
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Industrial espionage and cyber-attacks are increasing massively in many countries. To 
avoid data theft, espionage and further cyber security attacks, please follow the points 
below: 

 Do not use public or hotel Wi-Fi connections when secure alternatives are available 
 Use "anonymous browsing" to avoid local storage of visited websites, but be aware 

that the Internet provider (carrier) still has access to this data 
 Use HTTPS instead of http 
 Never post content on social media in a work context 
 If you receive unusual texts, emails or links, delete them immediately 
 Hard disks and USB sticks are to be encrypted 
 NEVER let anyone else borrow or use your equipment; 
 Always install updates promptly 
 Watch out for "shoulder surfers" - anyone who is physically monitoring the use of your 

device. Attach a high-quality privacy screen to your laptop 
 Use a password manager or do not store passwords in browsers or plain text in files 
 Disable all unnecessary network protocols (such as WiFi, Bluetooth, or infrared) when 

not in use 
 When meeting in conference rooms, always assume that any microphone, telephone, 

or video conferencing device is recording or listening in 

5.5 Technical security requirements for contractors with access to the 
internal UWP network 

The following requirements must be met by all service providers that fall into one of the 
following categories:  

 Service providers to whom clients (end devices) are provided by UWP.  
 Service providers connected via remote access or other VPN solutions with 

direct access into the UWP network.  
 Service providers that are directly connected.  
 Service providers who access the UWP network on site at the plant with their 

own IT equipment. 

 

 

5.5.1 Internal organization 

With regard to the use of the UWP hardware and software provided, the following 
regulations, among others, apply.  

 Changes to hardware, system (e.g. changing a fixed IP address) and security 
settings (e.g. browser settings) must always be coordinated with the UWP IT 
department. 

 The use or subsequent modification of the client's programs is only permitted if 
approved by the UWP IT departments.  
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 No data from other customers not belonging to UWP are to be processed on 
the IT equipment provided by UWP.   

 The use of IT devices or data of the Client by employees of the Service Provider 
requires the express consent of the Client. The Client is authorized to prohibit 
access or use at any time (e.g. in case of misuse). 

5.5.2 Physical and environmental safety 

The provided equipment owned by UWP must be handled properly and protected 
against loss or unauthorized modification. The manufacturer's instructions for 
protecting the equipment must be followed. The user is responsible for protecting the 
equipment against loss or theft in the best possible way. 

5.5.3 Protection from malware 

If malware is suspected, affected UWP IT devices and data carriers must not be used 
any further. The responsible office (UWP Service Desk at 2000@welser.com or by 
telephone to +437443800-2000) must be notified immediately. 

5.5.4 Access control 

Business requirements for access control  

The following requirements must be followed by all users:  

General requirements  

 The use of another person's user ID or account is not permitted.  
 The transfer of identification means (e.g. hardware tokens for 2 factor 

authentication) is not permitted.  
 Passwords or PINs of a user ID intended for personal use (referred to as 

"personal user ID") must be kept secret and may not be disclosed.  
 Storing or writing down passwords (e.g., on paper, via mobile devices, or in files) 

is not permitted unless it is determined to be a secure method.  
 As soon as there is a suspicion that a password or PIN has been compromised 

or has become known, it must be changed immediately.  
 Temporary passwords (e.g. for new accounts) must be changed when logging 

in for the first time.  
 All passwords must be changed regularly. If the password has become known 

to unauthorized persons or if there is any suspicion, a password change must 
be performed immediately. 

 Passwords must be classified as confidential at a minimum.  
 When leaving the system during operation (e.g. break, meeting), the user must 

activate a system lock (e.g. password-protected screen saver).  

Password generation  

The following requirements must be met when generating a password: 

 Employees (of the Contractor) are not permitted to use an identical password 
for professional and private purposes to access the Client's systems.  
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 The minimum length enforced by systems for passwords must be observed. It 
is based on the specifications of the corresponding regulation. However, the 
password must have the following complexity: At least 10 characters long with 
3 out of 4 character types (upper and lower case letters, digit, special 
characters). 

 Trivial passwords or passwords with a personal reference are not permitted.  
 Complex passwords must be used for systems or applications.  

 Group identifiers  

The reuse of certain group identifiers by several persons is only allowed in exceptional 
cases and is permitted if the following conditions are met:  

 The user ID is assigned by a responsible person. This person logs in writing 
who uses which user ID at what time and archives the corresponding log.  

 The receipt of the user ID must be confirmed in writing by the respective user. 
This confirmation is kept by the person responsible for the user ID.  

 After receiving the user ID, the password must be changed by the respective 
user to a password known only to him.  

 After returning the corresponding user ID, the password must be changed by 
the responsible person to a password known only to him/her.  

User IDs that can be used simultaneously by multiple persons (so-called "group IDs") 
are only permitted if these user IDs exclusively allow the execution of applications that 
have separate user management, including personal authentication, and are limited to 
read access. 

5.5.5 Access control for networks 

A UWP IT device provided by the Customer may only be connected to non-company 
networks (e.g. hot spot, private WLAN; excluding mobile networks) if this is done to 
establish a connection with the UWP network (via remote access/VPN). Remote 
connections must be established via 2 factor authentication. If the connection is no 
longer required, it must be disconnected. 

5.5.6 Withdrawal of access rights 

If the contractual relationship ends or the Contractor's employee no longer requires 
access to the UWP network or UWP applications for the provision of his service, a 
deletion / deactivation must be initiated immediately with the responsible office of the 
Client. 

5.5.7 Data backup 

External parties must ensure that information is adequately secured.  

5.5.8 Security incident reporting 

External parties are required to report relevant security incidents immediately. 

Notification should be made in writing to the mail address 2000@welser.com or by 
phone to (+437443) 800-2000.  
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External parties are required to assist in the analysis and resolution of security 
incidents. 

5.6 Records 

Designation Documentation/ 
Storage location 

Responsible Storage 

    

    

    

6. Change service 

The change service of this AA is subject to IT and shall be performed as required.  

 

 

 

7. Person responsible for implementation 

see list of PMS implementation managers 

8. Supplied documents 

 List of PMS implementation managers 


